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1. OOummume moJI0KeHUS

Hacrosmas [lamsTka o Mepax 1o 6e30macHOMY UCIOJIb30BaHUIO AIEKTPOHHOTO CPEJICTBA
IUIaTe)Xa U CHCTEM AMCTAaHIIMOHHOTO OaHKOBCcKoro obciyxuBanus AO bank «HanmoHampHBIN
crangapt» (nanee — IlamsaTka) HanpaBieHa Ha uHpopmupoBanue AO bank «HammoHanbHBIN
cTanzapt» (nanee — baHk) CBOUX KJIMEHTOB B COOTBETCTBUU ¢ pekomeHaanusmMu banka Poccuu B
paMKax peajau3aluy KOMIUIEKCa Mep IO MOBBIIICHHIO (PMHAHCOBOW IPAaMOTHOCTU HACEJIECHUS U
Ha OCHOBE aHaJHM3a MPAKTUKH HCIIOJIL30BAaHUS (PU3UUYECKUMH JIMIAMHU SJIEKTPOHHOTO CPENCTBa
wiarexa. CoOnoieHne peKoMeHalui, coaepkaumxcs B Hacrosimed I[lamsTke Mo3BOIHUT
IpenyNpeauTh HECAHKIIMOHUPOBAHHBIE ONEPAI[MM C MCIOJb30BAaHUEM 3JIEKTPOHHBIX CPEJCTB U
CIoco0o0B IuIaTexa:

1. TlpoBenenue omneparnmii ¢ 6aHKOBCKOW KapToil B OaHKOMATeE.

2. besnanuunas orsata 0aHKOBCKOM KapTOi TOBAPOB U YCIYT.

3. Orurara 6aHKOBCKOM KapTOil B CETH UHTEPHET.

4. Vicnionbp30BaHUE CUCTEM AMCTAHIIMOHHOTO OAHKOBCKOTO 0OCITY>KUBaHUS.

2. OcHOBHBIE NOHATHS

CVV2/CVC2 - (amra. Card Verification Value 2) — Ttpéx3HayHbIi WK
YeThIpEX3HAYHBIA U(PPOBOH KOA HAa 0OpaTHOM CTOpOHE KapThl (B KOHIE MaHeNIH obOpasia
HOJNKMCH), KOTOPBI HCIOJIB3YeTCsS KIMEHTOM KOH(QUACHIMAIBHO KaK CIOCO0 yIO0CTOBEPEHMS
paciopsKEHHI 110 ONepalusM ¢ PeKBU3UTaMU KapThl B ceTU VIHTepHET.

BankoBckasi Kapra — [€pCOHajJbHAas pacueTHas KapTa IUIATEKHOM CHCTEMbI
«MasterCard» nnu «Visay, sBIsoIasics IEKTPOHHBIM CPEACTBOM ILIaTeXa, Bbimyckaemas AO
bank «HauuoHanbHBI cTaHAApT» Kak CpPEeACTBO O€3HATUYHBIX PACUETOB, HCIOJIb30BaHUE
KOTOPOH MO3BOJISIET KIIHMEHTY, COIJIACHO YCIOBMSM JIOTOBOpPAa OaHKOBCKOIO CU€Ta, OTKPHITOrO
JUISL OCYLIECTBJIGHHS ONepanuil C MCIOJb30BaHMEM OaHKOBCKOM KapTbl, pacHopsKaTbCs
JICHeKHBIMU  CPEJICTBAMHU, HaxXO[sAIMMHCA Ha cuere KapTol. Ilon OaHKOBCKOW KapTo
MOHMMAETCS TaKXKe JIONOJTHUTENbHAs KapTa.

DaekTpoHHas moanuck (nanee — DI1) — uHbOpMaUs B 3JIEKTPOHHON hopme, KOTOpas
PUCOEANHEHA K JpYroil MHpopMauu B 3JIEKTPOHHOUN (popme (moanuceiBaeMol MHPOpPMAIUN)
WIN UHBIM 00pa3oM CBsi3aHa C TakoM MHGopManuel U KOTopas UCIIOIb3yeTCs I ONpeeNCHHs
JIU1IA, TIOAMTUCHIBAIOIIETO HH(OPMAITHIO.

Kmiou DIl - yHukanpHas MOCIENOBATEIbHOCTE CHMBOJIOB, KOTOpas B LEIAX
HEJIOMYIIEHUsI €€ KOMIIPOMETAaIlMM HW3BECTHA TOJBKO BIAJAEIbIly J3JEKTPOHHOM MOAMHCH H
IpeHa3HaueHa JUIsl CO3JaHus JIEKTPOHHOM MOANNCH B JJIEKTPOHHOM JOKYMEHTE.

KawueBble Hocutean — USB-ycrpoiictBa «PyTokeH», a Takke Jpyrue BHEIIHHE
HOcUTeNnu MHpOpMalKU, Ha KOTOPbIe 3alicaHa KiodeBas MH(OpMaIus B JIEKTPOHHOM BHJIE,
npelHa3HayeHHast JUIsi MOCTAHOBKU JJIGKTPOHHOM TMOANMMCH Ha 3JIEKTPOHHOM JOKYMEHTE
BJIA/IETBLEM JIEKTPOHHOM MOATHCH.

CepBuc «SMS-onoBenieHue», MPeIOCTaBISIETCS B paMKaxX YCIYIH OOCTyXKUBaHUS
CUETOB C UCIOJIb30BAHUEM CHUCTEMBbI TUCTAHLMOHHOTO OAaHKOBCKOTO OOCIYKHBaHMS, a TaKXe C
HCIIOJIb30BaHNEM OaHKOBCKOW KapThl M (WiM) €€ peKkBU3UTOB. JIaHHBIN cepBUC NpeAHAa3HAUYEH
JUIs TIOBBIIIEHUS KadyecTBa OOCHyXKuBaHHMS Bammx OaHKOBCKMX CYETOB M 0€30MacHOCTH
NPOBEJEHUS  OlepalMii ¢  HMCHOJb30BaHMEM CHCTEM JAMCTAHIMOHHOTO  OaHKOBCKOTO
oOCiTy’)kMBaHUs, a Takke OaHKOBCKUX KapT. SMS-omoBemenue — 53TO BO3MOKHOCTh
KOHTPOJIMPOBATh COCTOSIHHE CUETa C IIOMOIIbI0O MOOUIILHOTO TeJe(oHa.

CucremMbl ANCTAHIMOHHOIO OAHKOBCKOI0 o0cayxupanusa «bank-Kumenr» (nias
wpuanyeckux Jjun) u_«WurepHer-KinmenT» (s (pM3HMYecKUX JHMI) — COBOKYIHOCTh
anmnapaTHO-NPOrPAMMHBIX CPEICTB U TEXHOJIOTWH, Hcrosb3yeMblx bankom m Knmentom s
OCYILECTBJICHHS] JUCTAHI[MOHHOIO OaHKOBCKOI'O OOCITYXKMBaHMS IO TEIEKOMMYHHKALlMOHHBIM
KaHajaM u cetu MHTepHer.




DJIeKTPOHHOE cpeacTBO miarexa (mamee — DCII) — cpenctBo u (wim) croco0,
no3Bossromye Knuenty banka coctaBiaTh, y1oCTOBEPATH U epeAaBaTh paCOPSKEHUSI B LIETISAX
OCYIIECTBIICHUS TEPEBOJIa JEHEKHBIX CPEJCTB B paMKax MPUMEHIEMBIX (OpM Oe3HATUYHBIX
pacueToB C UCIOJIb30BAHHEM HUH(POPMALIMOHHO-KOMMYHHKAIIMOHHBIX TEXHOJIOTHI, 3JIEKTPOHHBIX
HOCHTENeH nH(pOpMAIHK, B TOM YHCIIE TUTATEKHBIX KapT, a TAK)KE WHBIX TEXHUYECKUX YCTPOUCTB
(USB-ycrpoiictBa «PyTOoKeH», CHCTEMa JWCTAHIIMOHHOIO OAHKOBCKOTO OOCIY)KHBaHHMS,
3JIEKTPOHHbBIE Kotenbku WebMoney u Sunekc./lensru u mp.)

3. OO0mue pekoMeHAaANUH

3anpemaercs:

— OTBG‘I&TB Ha 3JICKTpOHHBIC IIMcbMa, B KOTOpLIX OT HMCHH EaHKa HpCI[JIaI‘aCTCSI
MPEIOCTaBUTh IEpPCOHANbHBIE JaHHble. He pekoMeHIyeTcss MepexoquTh MO CChUIKaM,
YKa?;aHHI)IM B 3J'ICKTp0HHI)IX IINChbMax (BKJIIO‘-I&?I CCBIJIKM Ha CaI\/JIT 6aHKa), T.K. TaKHEC
CCBUJIKM MOTYT BECTH Ha CalThI-TBOIHUKHU.

Heo0xoaumo:

— B memsx wuH(QOpPMAaMOHHOTO B3aUMOJCHCTBUS ¢ bBaHKOM HCIONB30BaTh TOJIBKO
PEKBU3UTHI CPEICTB CBSA3M (TesneOoHOB, (GakcoB, web-caiiToB, OOBIYHON U AIIEKTPOHHOK
IIOYTHI U I1p.), KOTOPbIE YKa3aHbI B JOKYMEHTaX, HOJIYYEHHBIX HEITOCPEICTBEHHO B baHke.

4. Tlpu ucrmoJib30BaHUM OAHKOBCKOI KapThI

3anpemaercs:

— Coobmats [TMH-xox unu nanHble Bameil 6aHKOBCKOIM KapThl TpETbUM JIMLIAM, B TOM
qucie pOJCTBEHHMKAM, 3HAKOMBIM, pa0OTHUKAaM KpEIUTHOW OpraHM3alluy, KacCupam M
JIMLaM, TOMOTaIIKUM BaM B HCITONB30BaHUN KapTBhI.

— IlepenaBaTte GaHKOBCKYIO KapTy MJIsi MCHOJb30BAHUS TPETHUM JIMIAM, B TOM YHCIE
POICTBEHHUKAM.

Heo0xoanmo:

— 3anomuuts [IMH-kox uim B ciyyae, eciu 3TO SBJISETCS 3aTPyIHUTENbHBIM, XPAaHUTh €T0
OTJENbHO OT OAHKOBCKOW KapThl B HEIBHOM BMJIE U HEJOCTYIIHOM JUIsl TPEThUX JIUII, B
TOM YHCJIE POJCTBEHHUKOB, MECTE.

— Ilpu monmydyenun GaHKOBCKOM KapThl pacmnucarbcsi Ha €€ 0O0OpOTHOM CTOpPOHE B MECTE,
MpelHa3HAYeHHOM JUId TOJAINUCH  Jep)kareiass OaHKOBCKOW KapThl, €CIU  3TO
IPEeSyCMOTPEHO. DTO CHU3UT PUCK UCMONb30BaHus e€ 0e3 Bamero cornmacus B ciyyae eé
yTparTsl.

— VYnensars ocoboe BHUMAHUE YCIOBUSIM XPaHEHUS M HCIIOJIb30BaHMsI OAHKOBCKON KapThl.
He nonsepratb  0aHKOBCKYIO  KapTy  MEXaHHYECKHM,  TEMIEpPaTypHbIM H
AJIEKTPOMArHUTHBIM BO3JIEHCTBUSM, a TaK)Ke U30erarh MornajlaHusl Ha Hee BIIary.

— HMwmets npu cebe koHTakTHBIE TeraeoHbl baHka B 1esX He3aMeAIUTeIbHON OJOKMPOBKH
KapTel B cliydae monydeHus wuHopmammu (depe3 SMS-omoBemeHne wWid JpyruM
CIoco0OM) O HEMPAaBOMEPHOM crHcaHuu cpeacTB. Tenedon banka ykazan Ha 000pOTHOIA
CTOpPOHE OAaHKOBCKOM KapThl.

— Habupare [TMH-xox 6aHKOBCKO# KapThl TaKUM 00pa3oM, YTOOBI JIOAM, HAXOSIINECS B
HETNOCPEJCTBEHHOW OnM30cTH, HE cMmoriu ero yBuueTb. llpm HabGope IIMH-kona
NPUKPBIBAWTE KJIAaBUATYypy pykou. I[IpuMeHeHue maHHBIX Mep 3allUTUT  OT
noacmarpusanus Bamero ITMH-koxa mocTOpOHHUME JIIOIBMH, a TAKXKE IIPU HAIUYUU HA
0aHKOMAaTe yCTaHOBJIIEHHOH 3J10YMBIIINIEHHUKAMU BUICOKAMEPHI.
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— IlomHuTh, uTO B ciiyyae packpeitusi [IMH-koma, naHHBIX GAHKOBCKOM KapThl, a TaKxkKe
yTpaThl 0AHKOBCKON KapThl CYIIECTBYET PUCK KPaXKU JCHEKHBIX cpelcTB. Eciu nmerorcs
npennoysioxkenuss o packpeituu [IMH-kona wim naHHBIX OAaHKOBCKOH KapThl, a TaKkKe
eciii 0aHKOBCKas KapTa Oblia yTpaueHa, He0OXOIUMO HEMEeIJIeHHO oOpaTuThcsi B baHk
TSt OJIOKUPOBKHU OaHKOBCKOHM KapThl. J[o MoMeHTa oOpamienus B bank Bbl HeceTe puck,
CBA3AHHBII C HECAaHKUMOHUPOBAHHBIM CIIMCAHUEM [ICHEXKHBIX CpeacTB ¢ Bamero
0aHKOBCKOTO CYeTa.

Pexomenayercs:

— C uenpl0 TPEJOTBpPAIICHUS HEMPABOMEPHBIX JCHCTBUH MO CHATHIO BCEH CYMMBI
JICHEXKHBIX CPEICTB C OAaHKOBCKOW KapThl YCTAHOBUTH CYTOYHBIA JUMHT Ha CYMMY
orepanuii 1Mo OaHKOBCKOW KapTe, a TaKKe TMOAKIIOUYUTh 3JICKTPOHHYIO YCIYTy
OTIOBEIIEHHSI O TIPOBEICHHBIX ONepalusIx (HarmpuMep, onoBelIeHne mocpeacTtsom SMS-
COOOIIEHUH WJIM UHBIM CITIOCOOOM).

41. Tlpu coBeplieHMH omepamuii ¢ O0aHKOBCKOW KapToi B  ycTpoiicTBe
camoo0cay:kuBanus (0aHkoMaTe, TEepMUHAJE U TIP.)

Heo0xoaumo:

— He ucnonb30Bath yCTpOHCTBA, CYMTHIBAIOIINE MAarHUTHYIO TOJIOCY OaHKOBCKOH KapThl,
KoTopeie TpeOyrorT BBona IIMH-koma mns moctyma B mMOMEIIEHHE, TJE PACIIOIOKEHO
YCTPONCTBO caMOOOCITyKUBaHUs, U JAPyrHe BHEUIHUE YCTPOICTBA, KOTOPhIE CUUTHIBAIOT
MarHMTHYIO II0JI0CY KapThl. JJaHHBIE yCTPONCTBA HE SIBJISIOTCS JIETUTUMHBIMHU.

— Ilepen ucnosb30BaHUEM YCTPOMCTBAa caMOOOCIYXHBaHHUS OCMOTPETh €r0 Ha HaJIU4yue
JOTIOJIHATEJIBHBIX ~ YCTPOWCTB, HE  COOTBETCTBYIOIIMX  €ro  KOHCTPYKIMH U
pacnosnoxeHHbIX B MecTe Habopa IIMH-kona u B Mecte (mpopesu), mperHa3HaYeHHOM
Ui TpueMa OaHKOBCKMX KapT (HampuMep, HaJluyhle HEPOBHO YCTaHOBJIEHHOM
kiaBuatypel HabOopa [IMH-xoma). Ilpum mosiBIeHHM TIONO3pEHUNH O HAIHYUU
JIONIOJTHUTEIBHBIX YCTPOHCTB HAa YCTPOWCTBE CaMOOOCIYKUBAaHUS BO3/AEPKUTECH OT €ro
UCIOJIb30BaHUSI U COOOLIMTE O CBOMX IOJO3PEHMSIX MO TesedoHy, yKa3aHHOMY Ha
YCTPOMCTBE.

— He npumensTs ¢uznueckyro cuily, 4ToObl BCTaBUTh OAHKOBCKYIO KapTy B yCTPOMCTBO
camooOcnyxkuBaHusa. Ecnu OaHKOBCKasi KapTa HE BCTaBISIETCS, BO3JEPKUTECH OT
HCIIOJIb30BaHUsI TAKOTO YCTPOWCTBO, KOTOPOE BO3MOXKHO HEUCIPABHO WM IOABEPIVIOCH
MOILIEHHUYECKUM JIEHCTBUSM.

— B cinydae ecium ycTpoHCTBO camooOCTyXMBaHUSI paOOTaeT HEKOPPEKTHO (Hampumep,
JIOJITO€ BPEMSI HAXOAUTCS B PEKUME OKHUJAHUS, CAaMOIIPOU3BOJIBHO Iepe3arpyxaercs U
Ip.), OTKa3aThCs OT UCMOJIb30BAaHUS TAKOTO YCTPOMCTBA, OTMEHUTH TEKYIYIO ONEpaIHIo,
Ha)XaB Ha KJIaBUAType KHOMKY «OTMEHa», U J0XKJIaThCs BO3BpaTa 0aHKOBCKOM KapThlI.

— Ilocne mnomydyeHus: HaJIWYHBIX JEHEKHBIX CpEACTB, 3a0paTh OaHKOBCKYIO Kapry,
nepecyuTaTb OaHKHOTHI MOJIMCTHO, JOXKAAThCS BBIAYM KBUTAHIMH, 3aTE€M MOJOXKUTh UX
B CYMKY (KOIII€JIeK, KapMaH) ¥ TOJIBKO MOCJIE 3TOT0 OTONTH OT yCTPOICTBA.

— Ecnu ycrpoiictBo camoo0cmykMBaHHsS HE BO3BpallaeT OAHKOBCKYIO KapTy, IMO3BOHUTH
no TtenedoHy, yKa3aHHOMY Ha HeM, U OOBACHUTH OOCTOSTENbCTBA MPOHM3OLIEIIEro, a
Takxe oOparutbes B bank asist GI0KUPOBKH KapThl.

— Ilpu mpueme u BO3BpaTe KapThl YCTPOHCTBOM caMOOOCTYXHMBaHHS HE TOJKAaTh U He
BBIIEPTUBATh KApTy A0 OKOHYAaHWS €€ MPEPBIBUCTOrO IBUKEHHS B KapTOIPHUEMHHMKE.
HepaBHoMepHOe NBHKEHUE KapThl HE SABJISETCS cOOeM, a HEOOXOIMMO IS 3aIMUTHI OT
MOLICHHUYECKUX JICUCTBUM.



4.2.

4.3.

Pexomenpyercs:

OcylecTBIATh  ONEpallUd €  HUCIOJB30BAHHEM  YCTPOMCTB  CcaMOOOCTYXUBaHUS,
YCTAQHOBJICHHBIX B 0€30MAaCHBIX MECTax (Hampumep, B TOCYJapCTBEHHBIX YUPEKICHUSX,
MO/Ipa3JIe/IeHUAX OAHKOB, KPYIMHBIX TOPIOBBIX KOMILIEKCAX, TOCTHHUIIAX, a3PONOPTax U
T.IL.).

CoxpaHaTh pacnieyaTaHHblE KBUTAHIIMM JUISl MOCJIENYIOLIEH CBEPKM YKa3aHHBIX B HHX
CYMM C BBIIHCKOM 110 0aHKOBCKOMY CYETY.

He IMPUCIIYIIUBATLECA K COBCTAM TPCTHUX JIMI, @ TaKKC HC NPUHUMATh UX IOMOIIb IIPpU
MIPOBE/ICHUH omepanuii ¢ 0aHKOBCKOW KapToil, TeM Oosiee HE JaBaiiTe UM B PYKH CBOIO
0OAaHKOBCKYIO KapTy.

IIpu 6e3HaIM4HON onJIaTe 0AHKOBCKON KapTOil TOBApOB M yCJIYr

Heo0xoaumo:

He wucnonb3oBarh OaHKOBCKME KapThl B OpraHM3alUsX TOProOBIM M YCIYyr, HeE
BBI3BIBAIOIINX JIOBEPHUSI.

TpeboBath npoBeneHus onepaiuii ¢ GaHKOBCKOM KapToil ToJIbKO B Bamem npucyrcTBum.
D10 Heo0XOauMO B MLENSAX CHIKCHHS pPHUCKA HEMpPaBOMEPHOro moiydeHus Bammx
MEPCOHANIBHBIX JAHHBIX U TJIATEAKHBIX JAHHBIX YKa3aHHBIX HA KapTe.

[Ipu mpoBeneHnu omnepainuu ¢ Baliel 0aHKOBCKOW KapToi He ymyckaiite ee u3 Buny. He
JIOTyCKalTe CUTyalud, Korja OaHKOBCKas KapTa HaXOAUTCS BHe Bamero monst 3peHus
(Hanpumep, 3aropaxuBaeTCs MOHUTOPOM KacChl).

[Ipu ucnons3oBaHMK OAHKOBCKOW KapThl JJISl OIUIATHI TOBAPOB U YCIYT KACCHP MOXKET
noTpeOoBaTh OT BiaJeiblla OAHKOBCKOM KapThl MPEAOCTaBUTH MACIOPT, HOAMHUCATh YeK
win BBect [IMH-kox. Ilepen nabopom ITMH-kona HeoOXoauMo yOeTUTHCS B TOM, YTO
JIIOJM, HAXOJSLIMECs] B HEMOCPEICTBEHHOM ONM30CTH, HE CMOTYT €ro yBuaeTh. Ilepen
TeM Kak moamucaTh yek wiu Habpath [IMH-kox, B 00si3aTebHOM MOPSAKE MPOBEPHTE
CyMMY OI€palu.

He moamnuceiBaTh 4ek, BBIJAHHBIM KACCHPOM I10 3aBEPLICHUHU ONEpAIlMU, B KOTOPOM HE
MPOCTaBJICHBI (HE COOTBETCTBYIOT JIEHCTBUTENBHOCTH) CyMMa, BajiOTa, JaTa ONEepalluu,
THII OIl€paluy, HA3BAHUE TOPTOBO-CEPBUCHOM TOUYKH.

B cnyyae ecnu mpu mombITKe OrjiaThl 0aHKOBCKOW KapTOW MMella MECTO «HEYCTIEITHAs)
omepauus, HeoOXOAMMO MOTpeOOBaTh y Kaccupa M COXPAHUTh OJAWH SK3EMIUIIp
BBIJJAHHOTO TEPMHUHAJIOM 4Y€Ka JUIs MOCJIENYIOLEN MPOBEPKH HAa OTCYTCTBHE yKa3aHHOU
oTiepaIiy B BBIITUCKE MO 0AHKOBCKOMY CYETY.

B cnydae Bamero orkaza OT NOKYNKM Cpa3y JK€ IIOCJIE 3aBEpIICHHUS OIEpalnH,
TpeOoBaTh OTMEHBI OIEpalud U YOeAUTHCS B TOM, YTO paHee O(OPMIIEHHBIH 4YeK
YHUYTOXEH.

He BriOpacbiBaTh (YHUUTOXKATh) YEKH, HA KOTOPBIX yKa3aH MOJIHBIA HOMEp KapThl.

Pexomennyercs:
CoxpaHsTh BCe UY€K (CJIUIbI) B TEUEHUE JJIUTEIHHOIO BPEMEHH.

3ammmarbk OT TMOJACMATPUBAaHUS JaHHbIE OAHKOBCKOW KapThl, HAaXOSAIIMECS Ha €e
obpatHoii cropone (kox CVV2/CVC2).

IIpu coBepieHun onepanuii ¢ 0aHKOBCKOI KapToii yepe3 cerb UHTEepHET

Heo0xonumo:
He ucnons3oBars IIMH-kox npu 3akase TOBapoB U yCiIyr yepes cetb MHTepHeT, a Takke
o Tenedony/dakcy.



— He cooOmare nepcoHanbHbIE aHHbIE MO MHPOpPMALUI0 O OAHKOBCKOM KapTe WU
OaHkOBCKOM cueTe uepe3 cerb HWHrepHer, Hampumep [IMH-xox, cpokx npeicTBus
0aHKOBCKOM KapThl, KPEAUTHBIC JIUMUTHI, HICTOPHUIO ONEPAIIUi U TI.

— OO0s3arenbHO yOenuThCS B IPABUIBHOCTU AJPECOB HHTEPHET-CAMTOB, K KOTOPHIM
MOJIKJII0YAETECh M Ha KOTOPBIX COOMPAETECh COBEPLIMTD MOKYIIKH, T. K. IOX0XKHE ajpeca
MOTYT HMCIOJIB30BaThCS ISl MOIICHHUYECKHX JeicTBuiA. MIMeliTe B BUY, 4TO OyKBa «0O»
u mudpa «0», 6ykBa «l» u nudpa «1» MoOryr BeINIAAETh 0JUHAKOBO. CCBUIKU U3 IHUCEM
OTKpBIBaliTe, KOMHUPYS TEKCT depe3 Oydep oOMEHa B aJpecHy CTPOKY Opaysepa, He
KJIMKasi HA HUX MBILIIKOM, IIOCKOJIBKY CCBIIKA ITOJIB30BATEII0 MOXKET IIOKAa3bIBaThCs OJIHA,
a OTKPBIBATHCS IpYyTas, Beayllas Ha MOIICHHUYECKUI CauT.

— VY0eaurbes, UYTO MHTEPHET-CAWT COAEPIKUT CIPABOYHYIO HMHPOpPMALUI0 00 HHTEpHET-
MarasuHe, KOTOpas BKJIIOYaeT B ce0s: HAaUMEHOBaHHE IOPUIMYECKOro JIMIA WM
WHAWBUYAIILHOTO  TMPEINpUHUMATENS], OPUIMYEeCKUH ¥ (aKTHYecKWid ajapeca,
KOHTAKTHBI HoMep TenedoHa M ajpec SJIEKTPOHHOM MmouThl Juid OOpaleHus
ITOKYIIATEJIEH.

— VYCTaHOBUTh Ha CBOH KOMIBIOTEp aHTUBHUPYCHOE IIpOrpaMMHOE oOOecleyeHue u
PEryasipHO MPOU3BOJUTH €ro OOHOBJIEHUE U OOHOBIIEHHE JIPYTHX HCIOJIb3yeMbIX Bamu
IIPOrpPaMMHBIX IPOJYKTOB (ONE€paliMOHHON CUCTEMBI U IIPUKIIAHBIX IIPOTPAMM).

Pexomennyercs:

— C nenpl0 OpenoTBpAlCHHs] HEMPAaBOMEPHBIX JCUCTBUN 1O CHATUIO BCEH CYMMBI
JICHE)KHBIX CPEICTB ¢ OAHKOBCKOTO cYeTa MJis OIiaThl MOKYNOK B cetu MHTepHer
HCIIOJIb30BaTh OTJICIbHYI0 OaHKOBCKYIO KapTy C MHUHUMAIBHOH CYMMOH JICHEKHBIX
CPEICTB, MPEAHA3HAYCHHYIO TOJIBKO JIJIS YKa3aHHOM IIEJIH.

— Ilonp30BaTbcsi MHTEPHET-CATaMU TOJIBKO HM3BECTHBIX W IPOBEPEHHBIX OpraHU3aIlnH,
MOIZIEP KUBAONINX TexHooruio 3DSecure (cm. Hibke).

— CoBepmiath TMOKYOKH TOJBKO CO CBOETO KOMIBIOTEpAa B IENIX COXpPaHEHHS
KOH(UIEHIIMATEHOCTH MEPCOHANBHBIX NAaHHBIX U WH(MOpMalUd 0 OAaHKOBCKOHM KapTe U
0aHKOBCKOM cueTe. B cirydae, eciy MOKYIKa COBEPINASTCS C MCIOJIb30BAaHHEM YYXKOTO
KOMITBIOTEpa, HE PEKOMEHYEeTCs COXpPaHSATh Ha HEM MEPCOHANbHBIE JaHHbBIE U JIPYTYIO
nHPOPMAIIHIO, a TIOCTIE 3aBEPIICHUSI BCEX OMNEpPaAIfii HY)KHO YOCTUTHCS, YTO yKazaHHas
uH(popMalUsg HE COXpaHWINCh (BHOBb 3arpy3uB B Opay3epe HHTEpPHET-CTPaHHILY
MpO/IaBIla, HA KOTOPOUM COBEPIIAIUCH MTOKYIIKH ).

— He oTkpeiBaTh mUChMa IMEKTPOHHOU MOYTHI MIU COOOIICHHUS] MHTEPHET-MECCEHIKEPOB
(ICQ, Viber, WhatsUp, Facebook u mpou.) OT HEH3BECTHBIX OTHpPABHUTENICH, Cpa3y
yIaisaTh MX, HE OTKPHIBaTh BIIOXKEHHbIE (ailiibl, HE MEPEXOJUTh MO COJAEpKalIUMCS B
TaKHX MUChMaX CCBHUTKAX.

4.3.1. 3DSecure

3DSecure — 3TO 3aUIMIIEHHBIH TPOTOKON ABTOPU3ALMHU TOJNb30BaTesel. TexHomorus
pa3paboTaHa MEXIYHAPOIHBIMU IJIATSKHBIMH CHCTEMaMU il 0€30MacHOW OIUIaThl TOBAPOB U
yeayr mo MexayHapoaasiM kaptam VISA u MasterCard B MaTepheTe.

Kak 310 padoraer?

— Ha mepBom mmare 3ampamiuBarOTCs JIaHHBIC:
HOMEp KapThl, CpOK €€ JCWUCTBUSA, UMS _ (E :
nepXaTeNls KapThl M KOJ TPOBEPKH  €e - ‘
noanuHHOCTH (uudpoBoOi koA HAa 0OpaTHOU ; 0000 xxx
cropone kapTelt CVV2 wm CVC2). |—. CVC2



— Ha Bropom mare wucnomezyercs mnpotokoia 3DSecure. Cailr MmarazuHa Jenaer
nepeajpecanuo Ha cTpaHunly baHka, rie mnpeanaraercss BBECTHM OJHOPA30BbIM KO
nonaTBepxaeHus. OmHOPa30BBI KOJA IMOATBEPXKACHUS MOXKHO TMONYy4yuTh H3 SMS-
cooOlIeHNsT Ha CBOEM MOOWJIBHOM Tele(oHe, KOTOPbI ObLI yKa3aH B 3asBJICHUM Ha
BBIIIYCK KapThl.

Kak y3HaTh, 4TO HHTEpHeT-MarasuH noaepkuBaeT TexHoaoru 3DSecure?

Texnonoruto Oe3omacHbIXx TMIaTeXxkedl momuepxkuator Oosnee 300 000 wuHTEpHET-
MarasMHOB M OHJIAIfH-CEPBUCOB 110 BCEMY MHUPY, KOTOPbIE MOKHO y3HATh IO Pa3MEIICHHBIM Ha
caiTe JIOrOTUIIaM:

MasterCard VERI FIED
by VISA

Kak noak/iaro4urs 0aHKOBCKYI0 KapTy K TexHojoruu 3DSecure?

B AO bank «HammonaneHeni cranmapt» texHoiorus 3DSecure moctymHa Ha Bcex
kaptax VISA u MasterCard, smutupyembix OaHKOM U TOAKIIOUEHHBIX K ycayre 0anka «SMS-
OTIOBEILICHUEY.

KaK onJjagyuBaTthb TOBapbl u yc.JIer B I/IHTepHeTe KapToifl, HO}IKJIIO‘leHHOﬁ K
3DSecure?

— VY0enurech, 4TO MHTEPHET-Mara3uH WJIN OHJIAHH-CEPBHUC MOAJEPKUBAECT TEXHOJOTHUIO
3DSecure. IloMHuTE, 4TO €cnM yKa3aHHas TEXHOJIOTHUS Ha CaliTe HE MOAJEPKUBAETCS, TO
PHUCK KOMIIpPOMETAIMK JaHHBIX Bariel KapThl 3HAYUTENIBHO BBILIE.

— 3akasblBas TOBap WM yciayry B MHrepHere, BblOepuTe crnocod omiaTbl OaHKOBCKON
KapTou.

— VYKaxuTe Ha caiiTe IaHHbIE, KOTOPBIE 3alIPaAIIMBAOTCS:

— Homep KapThl (16 undp Ha TUIEBOM CTOPOHE KapThI),

- CVV2 (tpu uudpsl Ha 000pOTHOI CTOPOHE KAPTHI, HA MOJIOCE AJISI TOIUCH),

- ¢amunmio 1 UM (JIATHHCKUMU OyKBaMH, YKa3aHbl Ha JTULEBOM CTOPOHE KapThl),

— CpOK JeHCTBHS KapThl (Mecsil M roji, Oy/IbTe BHUMATENbHBI - HE MepermyTaiTe
MECTaMH 3TH JIBa MOJIS),

— JIpyr'He CBEICHHMsA, KOTOpbIE 3allpallMBaeT WHTEpHET-MarasuH (Hampumep,
Ha3BaHue Oanka, BUH — nepBble ueThipe mim nepBble mecTh Hudp U3 HoMepa
KapThl U T.11.). YKa3biBaTh [IMMH-k07 3ampenieHo.

— Ilocne sroro Bel Oynere mepeaapecoBaHbl Ha CTpaHHUIy BBOJA OJHOPA30BOIO KoJa
MOATBEPKIEHNUS, KOTOPBIN BbI OJIy4UTE TocpeacTBOM SMS.

— Ilocne BBOIAa OJHOPA30BOro KoJa M YCHEIIHOM NPOBEPKH AAaHHBIX baHKOM, MOKymnka
COBepLIAETCS.

— 3areM Bbl BHOBb BEpPHETECh HA CANT MHTEPHET-MArasvHa, a TaKxke Moiaydnte SMS-
COOOIICHUE C Pe3yabTATOM (YCIIEITHBIM HJIM HET) COBEPIICHUS TIOKYTIKH.



5. Ilpu ucnogn3oBanum cucreM «bank-Kiauenr» (aas ropuanyeckux jaun) u « AHTEepHeT-
bank» (19 pu3nYecKUX JIUIL)

Heo0xonumo:

— B cnywyae xommpomeTanuy WiM TOJO3PEHHUS Ha KOMIIPOMETAIMIO HE3aMeIJIUTENbHO
obOparutbes B baHk 1715t OIOKUPOBaHUs JOCTYIA B CUCTEMY.

— Ilepen ocymecTBieHHeM BXxoJla B CHUCTeMy YyOeauTbcs, uTo Bbl HaxomuTech Ha
noanuHHOM caiite. He BxomuTe B cucreMy MO CChUIKAM C JIPYrUX CaWTOB WIIU
COOOIICHUH DIIEKTPOHHOM TOYTHI, T.K. 3JOYMBIIUICHHUKA YacTO HCIHOJB3YIOT
(UIIMHTOBBIC CaWTHI (CAWTHI-ABOWHUKM) JJIA XUINCHUs Bamel ayreHTH(UKAIMOHHON
uHpopmanuu (JIOTHH, TAPOIIb).

— Ilpu oOHapyxeHHH caliTa-IBOMHUKA HEMEUICHHO COOONIUTH 00 H5TOM B CIyXOy
TeXHUUYECKOM noaepxku banka, Ui mpoBeieHus: paccie10BaHusl.

— Y0enuthbes, 94TO TPU BXOJE B CUCTEMY YCTAHOBJICHO 3allUIIeHHOE coenuHenue ( «https»
B Hauajie aJipeCHOM CTPOKe).

— HukoMy u HUKOT/Ia HE cO00IIaTh CBOW MApOJb K CUCTEME.

— He ucnons3oBats npeanaraemyro Opayzepom QpyHKIMIO COXpaHEHUs MapoJiel K caiiTam.

— He 3amyckaTe Heu3BEeCTHBIE NPOTpaMMbl, HE OTKpPBHIBATh IOYTOBBIE BJIIOXKEHHUS OT
HEU3BECTHBIX OTIPABUTEIIEH.

— Bxi1rounTh ¥ HACTPOUTH MEKCETEBOU IKpaH (OpaHaMayaDp).

— VYcTaHOBUTH Ha CBOM KOMIIBIOTEp AaHTUBHUPYCHOE NIpOrpaMMHOe oOecredyeHue Hu
PEryJISApHO MPOU3BOIAUTH €r0 OOHOBJIEHHE M OOHOBJICHHE PYTHX HCIOJNb3yeMbIX Bamu
IIPOrpPaMMHBIX ITPOJYKTOB (ONE€paliMOHHON CUCTEMBI U IIPUKIIAJIHBIX IPOTPaMM).

— He wucnonb3oBaTh OmnepalMoHHYIO CHUCTEMY, AaHTUBUPYCHOE M HMHOE MPOrpPaMMHOE
obecrniedyeHure, Uisi KOTOPBIX MpEKpalleH MPeayCMOTPEHHBIH pa3paOOTUYMKOM BBIMYCK
oOHOBJIEHUH Oe3omacHoCcTH, aHTUBUPYCHBIX 0a3 (Windows XP, Windows Server 2003 u
np.).

— MHcnonb3oBarh mporpammHoe oOecriedeHue (ONepalliOHHbIE CUCTEMBI, MPHIIOKEHNS)
TOJIBKO U3 IPOBEPEHHBIX U HAJIEKHBIX HCTOUHUKOB.

— He ocraBnate 6e3 KOHTpOJIS KOMIIBIOTEP MPU aKTUBHOW ceccuu paboTel B cucteme. [1pu
OCTaBJICHUU KOMITBIOTEpPAa HEOOXOAWMO OCYIIECTBIISATH BBIXOJ M3 CHUCTEMBI, UCIOJIb3Ys
COOTBETCTBYIOIINE KHONKU CUCTEMBI «BBIMTH» MM «3aBepIIUTh), MOCIIE YETO 3aKPHITh
okHOo MHTepHeT-Opay3epa, U3BlieUb KJIIOUEBONH HOCUTENb (€CIM UMEETCs) U MPOU3BECTH
OJIOKMPOBKY KOMIIBIOTEpA OJHOBPEMEHHBIM HakaTheM Ha kiaBuatype #H wu L.
Bo3oOHoBneHre paboOThl Ha KOMIIBIOTEPE HPOM3BOAUTH C HCIOJIB30BAaHUEM IapOJIs
nocryna. [To okoHuanuu pabouero AHs NPOU3BOANUTH BHIKIIOUEHNE KOMIIBIOTEPA.

— OrTximouaTh peXUM aBTO3amycka Ha cMeHHbIX HocuTensx (CD, ¢nemku u 1.11.). Beerna
IIPOBEPATH BCE, MOJKIIOUAEMBIE K KOMIIBIOTEPY, CMEHHBIE HOCUTEIM HA OTCYTCTBHE
BHUPYCOB M MHBIX BPEJOHOCHBIX MPOTPaMM.

— HckimounTh yaaleHHOE YIPaBIE€HUE KOMIIBIOTEPOM, C KOTOPOT'O OCYILECTBIISIETCS JOCTYI
B CHCTEMY, 0€3 SIBHOTO MOJATBEP)KIEHUS KaXKIO0TO MOAKIIOYEHHUS YIMOJIHOMOYEHHBIM Ha
JOCTYII B CUCTEMY JIULIOM.

— He ycranaBnuBaTh HaJICTPOWKM W IUIarMHBI (HAallpUMep, OT MOMCKOBBIX ciayx0 Sndex,
Google 1 T.1., AOMOJHUTENbHBIE TAHEH, Pa3IMYHbIe «YCKOPUTEIN UHTEPHET» U T.I.) B
UHTEepHET-Opay3ep, KOTOPBIN HCIIONIb3YeTCs IS IOCTYIa K CUCTEME.

— VYcTaHOBUTH ISl TIOBCEAHEBHOW pabOTHl OrpaHMYEHHBIE IIPaBa JOCTyNa K KOMIIBIOTEDY.
He paGorate ¢ mpaBamu AjnMUHHCTpaTOpa. AJMHHHCTPAaTHUBHBIE IOJHOMOYHS B
OIIEpPAIlMOHHON CUCTEME CIIEyeT MCIOJIb30BaTh TOJIBKO JJISi YCTAHOBKM M HACTPOWKH
OTIEpAIMOHHOI CUCTEMBI U TPOTPAMMHOT0 00ECIICUEHUSI.

— B caywae ecnu BO3HMKAaeT MOJO3PEHHME HA 3apakCHHE KOMIIBIOTEPA BHUPYCOM,
HEMEJUICHHO MPEKPATUTh pabOTy B CUCTEME M MPOBECTH MOJIHYIO MIPOBEPKY KOMIBbIOTEpa
Ha HaJIM4YMe BPEJOHOCHOTO MPOrPaMMHOT0 0OecTieueHusl.
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— Hcmonb3oBaTh HaAEKHBIE MAPOTU JUISL JOCTyMa B CHUCTEMY JAHCTAHIIMOHHOTO
0aHKOBCKOr0 OOCTY)KMBaHUS U TMAapoiu JUIsl BXOJa B OIEPAlMOHHYIO CHUCTEMY
KOMIIbIOTEpa, HMEIOIINE JJIMHY HE MEHee 8 CHMBOJIOB M COJAEp)KAIIMX OYKBBI W3
Pa3IMYHBIX PETUCTPOB (3arjiaBHbIE M CTPOUHbIE) U HUPPBL. [IpoU3BOAUTE peryispHyro
CMEHY MapoJiell He peke OJJHOTO pas3a B MECSI] M HEMEUIEHHO MOCIIe 0000 MOA03PEHUS
Ha  Kommpomerauuio.  Mcrnonp3oBaTh  Mapoiid  TOJBKO  COOTBETCTBYIOILIEMY
YIIOJTHOMOYEHHOMY Ul paboThl B cucteme auly. Ilaponu 3ampenieHo Npou3HOCUTH
BCJIyX, BBIBOJMTDH Ha IKpaH, KOMY-IH00 nepeaBaTh.

Pexomenayercs:

— W3berath BXOMa B CHCTEMY B MecTax, rAe yciyru HHTepHeTa SBISIFOTCS
obmenoctynueiMu, Hampumep HHTepHer-kade, a Takke ¢ HEHU3BECTHBIX Bam
KOMITHIOTEPOB.

— He xpaHuTh Ha cepBepax IICKTPOHHOU MOYTHI (B OCOOCHHOCTH, OECIIaTHBIX PEeCypCoB
BEO-TT0YTHI) MHUCHMA, COJIEPIKAIINe KOHDHUICHITUATbHYIO HH()OPMAIIHIO.

— He ycraHaBiuBaTh Ha KOMIIBIOTEPE, HCIIOJIB3YEMOM JUIsl JIOCTyla B CHUCTEMY,
nporpamMmMHoe obecriedeHre 6e3 0co00i He0OX0UMOCTH.

— YcranoButh maposib Ha Bxoa B BIOS Setup kommerotepa. Hactpouts B BIOS Setup
BO3MOYXHOCTB 3arpy3KH OIEPAIIHOHHOW CHCTEMBI TOJIBKO C OCHOBHOTO JKECTKOTO JMCKA U
1apoJib Ha 3arpy3Ky KOMITBIOTEPA.

— He oTkpeiBaTh mUChMa IIEKTPOHHOW TOYTHI HIU COOOIICHHUS WHTCPHET-MECCCHKEPOB
(ICQ, Viber, WhatsUp, Facebook messenger u mpod.) OT HEU3BECTHBIX OTIPABHTEIICH,
Cpa3y yAalsTh UX, HE OTKPBIBATh BIOKEHHBIC (ailibl, HE MIEPEXOIUTH 110 COACPIKAIIUMCS
B TAKHUX TMHCHMAaX CCHUIKAX.

5.1. Ilpu ucnoab3oBanuu cucreMsl «bank-Kiauenr» (1J1s1 0puIn4eCcKUX JIHIN)

Heo0xogumo:

— OcymecTBnsaTh BXoa B cucteMy bank-KimmeHT Tonpko 1o  oduIMAIBHO
MPEIOCTAaBICHHBIM CChUIKaM https://enterl.ns-bank.ru u https://enter2.ns-bank.ru. bank
HUKOTJ]Ja HE TIOMEIaeT CChUIKM Ha CTPaHUIly BXOJa B CHCTEMY B HUCXOISIIEH
KOPPECTOH/ICHIINU KineHTaM. Mimeiite B BUay, 4To OykBa «I» u mudpa «1» B HEKOTOPBIX
mprudTax BRIISAIAT OJJUHAKOBO.

— HacTtpouTth cereBbie ycTpoiicTBa TaKUM 00pa3oM, YTOOBI OTPAHUYUTH JAOCTYI KaK K CETH
WNutepHer, Tak 1 U3 He€ K BHYTPEHHUM HUH(POPMAIIMOHHBIM pecypcam.

— Ilpu yBoIbHEHHWH OTBETCTBEHHOro pabOTHHKA, HMMEBIIEro aocTyn K kiarodam OII,
BBITIOJTHUTH 3aMEHY KITFOYCH.

— Ilpu yBONBHEHWHU CIIENUATNCTA, OOCITYKHMBABIIETO KOMIBIOTEPHI C YCTAHOBJIECHHOM
CHUCTEMOH, MPOBEPUTH KOMIIBIOTEPHI HA OTCYTCTBHE BPEJOHOCHBIX MPOTPAMM UM CMEHHUTh
BCE DJIEKTPOHHBIE KIIOYH, PACIIOJIOKCHHBIE HA HE3AIIUIICHHBIX HOCUTENSX (JTHO0bIE,
kpome PyTokeHn).

— Hcnonb3oBare  kmoueBodt  Hocutenb  (PyTokeH, duemi-HaKomWTenb, JAHCKETA),
MOJIKJIFOYAEMBbIii K KOMITBIOTEPY TOJBKO Ha BPEeMs HCIOJIb30BaHUS (BXOI B CHUCTEMY U
HETIOCPEICTBEHHO MOIMUCH JOKYMEHTA).

— Ilpu ucnonb30BaHMM HE3AIUIIECHHBIX KIIOUYEBBIX HOCUTeNed (Bce, kpome PyTokeH),
CO371aBaTh pPE3EpBHbIC KOMHMM HA JIOMOJHHUTEIHOM HOCUTEIE U XPaHUTh €ro B
3amuiIeHHoM Mecte (cerie). He xpaHuTh Ha KIIFOUEBOM HOCHUTEIIE TOCTOPOHHUE (HAITBI.
He o0benuHsiiTe Ha OJHOM HOCHUTENE KITFOUYH Pa3HBIX OAHKOB.

— He ocraBnaTh KIH0OYEBON HOCHTENb 0€3 MPUCMOTpPa, HE MepeaBaTh €ro APYruM JIUIaM,
BKJIIOYAsl JAPYTHX YIOJHOMOYEHHBIX JIsI pabOThl B CHCTEME JIMIl. XPAaHUTh KITIOYCBBIC
HOCHUTEJH Pa3HbIX YIIOTHOMOYEHHBIX JIUI] Pa3Ae/IbHO, B 3AIIUILEHHOM MECTE.
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5.2.

He mnocemarr ¢ KOMIBIOTEpa, HUCIONB3YEMOTO JUI pabOTBl C CHUCTEMOM, CaMThI
COLIMAJIbHBIX CETEH, pa3BIEKATEIbHBIC W WIPOBBIC CAaWThl, CalThl 3HAKOMCTB, CAWTHI,
pacipoCTpaHsIONUE MPOTPAMMHOE OO0ECIeueHUE, MY3bIKy, (WIBMBI H T.I. B IENIAX
IPEJOTBPALLICHUs 3apakeHus KommbioTepa. I[lomMHMTE, 4YTO HOBBIE MOAU(DUKALUU
BHPYCOB, ONHCAaHUS KOTOPBIX €Ill¢ HE BKIIOYEHbI B aHTHUBUPYCHBIE 0a3bl, YCIEIIHO
IIPEO0/I0JIEBAIOT AHTUBUPYCHOE MIPOrpaMMHOE 00ECIeYeHHE U MOT'YT OBITh UCIOIb30BAHBI
3JI0YMBIIJIEHHUKAMU JIJIs1 XULIEHUS] IEHEKHBIX CPEJICTB.

Bce pa0otbl, cBsi3aHHBIE € MOAAEPKKON M 00CITY)KMBAaHUEM KOMIIbIOTEPA, OCYLIECTBIIATh
10J1 KOHTPOJIEM JIMLIA, YIIOJTHOMOYEHHOTO [l pabOThl B CUCTEME.

Pexomenayercs:

Hcnonbs30BaTh 3aMILEHHBIN KIIFOUEBOM HOCUTEND PyTOKEH [U1s XpaHEeHHUs KIIF0YEH.
Hcnonp30BaTh KOMIBIOTEP, HA KOTOPOM YCTAHOBJIEHA CHCTEMa TOJIBKO ISt PabOTHI C
OaHKOM M OYXTaJITepCKOTO y4eTa.

Hactpouts ayaur (IpOTOKOJMpPOBaHME) COOBITMI B ONEpAlMOHHOM cHucTeME U
IIPOrpaMMax, YCTAaHOBJIEHHBIX HAa KOMIIBIOTEPE, IIEPUOANYECKH IPOCMATPUBATD KYPHAJIbI
ayJuTa, pearnpoBarh Ha OLUMOKYU U MONBITKY HECAHKLIMOHUPOBAHHOTO JOCTYTIA.
PerynspHoO BBEIIONHATH pE3epBHOE KOIIMPOBAHUE ONEPALIMOHHON CUCTEMBI U JAHHBIX.

IIpu ucnosab3oBanuu cucrembl UHTEpHET-0aHK (118 (PU3MYECKHUX JIHIL)

Heo0xoaumo:
Y06enuTbcs B HAIMYUU CHMBOJA 3aMKa B MPAaBOM HHUXKHEM YTy BeO-CTpaHMIIBI HIIU
crpaBa/clieBa oT aJipecHOn CTPOKH 51 3eJieHas KapTHHKA,

8 CJsc “Billingovyi Center [RU
nanpumep: = °C Bllingowi Center RUL] - 1y panyupe osmawaer, uTo coeMHeHHE ©

Bankom mpoucxoauT 1o 3anuieHHOMY ITPOTOKOITy https.

Vcnonb30BaTh BUPTYaIbHYIO KIaBUATYpy Ui BBOJA HapoJIs.

B cnyuyae yrepu MoOmibHOrO TenedoHa, Ha KOTOPBI HANpaBisUIUCh Pa30Bble MapoJ,
WIK B clydyae OOHApYXEHMs IOJ03PUTENbHBIX JEMCTBUIH, COBEPLIEHHBIX OT Ballero
UMEHH B CHCTEME, He3aMeIJINTEIbHO CMEHUTE JIOTUH U Tapoiib, a TaKKe 00paTUTECh B
6ank. HesamemnmurenbHo 3a0nokupoBaTh SIM-KkapTy, UCHONb3yeMYIO Ul MOJY4YEHHUS
cooO1eHui pu paboTe ¢ cucTeMo, BKIto4ast SMS-cooO1ieHust ¢ pa30BbIMU TAPOJISIMH.
IIpexne, uem mnoarBepkaaTh miarex B CucreMe, BHUMATEIbHO NPOBEPUTH B
noJydeHHOM SMS-coo0mmeHn ¢ pa3oBbIM MaposieM HMHGOpMAIMI0 O CyMMe H
noJry4arese IaTexa.

B cnyuyae ucnosnp3oBaHus MOOMIIBHOTO TenedoHa ¢ omepanuoHHOU cuctemoit Android
s monydeHus: SMS-yBeZOMIIEHHMH CUCTeMbl WM JUIsi paboThl € MOOMIJIBHBIM
MIPUIIOKEHUEM YCTAaHOBUTH JIMIIEH3NOHHOE aHTHBUPYCHOE TIPOTPaMMHOE 0OecTieueHHe 13
opunmansnoro wucrounuka (Google Play), He pexe pa3a B CyTKM NPOHU3BOJHTH
OOHOBJICHHE AaHTHBHPYCHBIX 0a3, HE peXe pa3a B HEICII0 IPOW3BOIUTH IIOJHOE
aHTHBHUPYCHOE CKaHHpOBaHHE MoOHIbHOTO Tenedona. He ycranaBnuBarh Ha TenedoH
MPUIIOKEHHU S, 00J1aaI0He TTOJTHOMOYHSAMHU PaboTel ¢ SMS-coobmeHus My,

6. IlpaBusa cocTaB/ieHHs apoJiei

HpaBI/IHBHO COCTaBJICHHBIN nmapojib — OJHO u3 BaKHEHIIINX HpCH}ITCTBI/Iﬁ Ha TYyTH

3JIOYMBIIIJICHHUKOB. CocrapisiTte napoJib € YUCTOM CICAYIOIIUX TpCGOBaHHﬁ:

— JUIMHA [IapoJisi — HE MEHEE 8 CUMBOJIOB;
— Tapoiib JIOJDKEH BKIIOYaTh OYKBBI BEPXHETO W HIKHETO perucrpa, uuppsl u

crencumsonsl (@, #, $, %, <, ®, &, *)

11



[lapone He AOMKEH BKIKOYAaTh B ceOsl MOBTOPSIOIIMECS WM JIETKO BBIYHMCIISIEMbIE
COUeTaHUs] CHMBOJIOB (IIOJIHBIE CJIOBA; IMOJHBIE CJIOBA B TPaHCIUTEpAlLMH; IOJHBIE CIIOBA,
HaOpaHHbIE B JAPYrod, MPOTHBOIOJOXXHOW SI3BIKOBOM pAacKiajKe HIM OOpaTHOM IOPSIKE;
CHMBOJIBI, PacIlOJIOKEHHBIE PSAJAOM Ha KJIaBHAType; MMEHA; (paMUJINH; MMaMATHBIC JaThl; aapeca;
HoMmepa TeneoHOB W T.m.). HamexHbld mapoib — 3TO Mapoib HE TOJIBKO JETKUH s
3allOMUHAaHMs, HO W JIOCTaTOYHO XOPOIIO 3allMUICHHBIA OT YraJAblBaHWs WM BBIYMCICHUS
METO/I0M I1epedopa 10 CI0BAPIO/CIIOBAPSIM.

Huxe npuBesieHbl BapUaHThI FTeHEPALUK HA/IEKHOTO MapoJIs:

— IlpuaymaiiTe B KadecTBe MapoJisi XOPOIIO 3allOMHUHAIOINIYIOCS OCMBICICHHYIO (pa3y,
Hanpumep Santa Claus. M3MeHuTe yepenoBaHHE CTPOYHBIX W MPOMHMCHBIX 3HAKOB,
HCIIONB3yiTe BMecTO mpobena 3Hak noguepkuBanus: SANTA cLAUS. Habupaiite Bamr
apojib Ha KJIaBUaType CO CABUIOM Ha OJHY KIaBUIIy, HallpUMep, BIIPaBo:
dSMYS+I:SID.

— MoXHO WHcCIONb30BaTh B KAayeCTBE Mapojisi KakKylo-HUOYIb CTUXOTBOpPHYIO (pasy
(marmpumep, «MHE HPaBUTCSA, YTO BBl OOJIBHBI HE MHOI») M U3 KKIOTO CIOBA BKIIOYHUTH
B MapoJjb MepBbie JBE OYKBBI, P 3TOM MOCTABUB aHTIIMHCKYIO PAaCKIAIKy KIaBHATYpPbI
(Hampumep, B JAaHHOM CJIydae MOJyduTcs mapoiib Vyyhxnds,jytvy).

— B3saTh Kakoe-HUOYAb CII0KHOE, HO U3BECTHOE BaM MPOQEeCcCHOHANBHOE CIIOBO (HAIIPUMeED,
LUCTPAHCU30OMEPHs) U BCTaBUTh B €ro CEpeIuHy KakoW-HUOynb 1UGPOBON KOJ
(marmpumep, ron oTkpeitus u3zomepuu lO. Jlmbuxom — 1823), mpu 3TOM ycTaHOBUB
AHTTUICKYIO pacKiaJKy KiaBHATypbl. M3 3THX NaHHBIX MOJXYYUTCS XOPOIIMM MapoJib -
whbc18nhfyc23bpjvthbz.

— He HCHOHBSYﬁTe OJIMHAKOBLIC ITapOJIX AJIA pa3HBIX HpHMCHCHI/Iﬁ.

B onucaHHBIX ciaydasx BaM MPHJIETCS IOMHUTH JIMIIb KIIOUEBYIO0 (pas3y U TO, 4TO C Hel
HaJ0 claenaTb. JTO MpoIle 3allOMMHAHMUS Habopa cCiay4yailHbIX CHMBOJIOB, U B TO K€ BpeMs
JTaHHBIE IPE0OpPa30BaHUs AAIOT JOCTATOUHO HAJIEKHBIN apOJIb.

7. KoHTaKTHBIE TaHHBIE CIYKObI MOJAEPKKH

Kpyriocyrounas ciay;0a moaiep:KKH JepskaTeieil KapT M IO0Jb30BaTeJel CHCTEMBbI
«MHTepHeT-0aHK» (1151 PU3MUECKHUX JIML):
— Ten. 8-800-250-33-00

Cayx0a noaaep:kku nmoyab3oBareseil «bank-KinenT» (1151 0OpuIn4ecKux Jum):
— Ten. +7 (495) 725-59-53, +7 (495) 956-17-24
— E-mail dbo@ns-bank.ru
— Bpewms pabotsr: ¢ 9:00 go 18:00
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